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It seems like an age since 23 March 2020, when Boris Johnson ordered Britons to stay at home. Lockdown began and our world changed; as it did, so the IT industry began shifting, adapting and innovating.

These (sometimes seismic) changes happened so quickly to processes and governance in a way that, previously, would have been deemed unthinkable. As Covid-19 spread, necessity sometimes began steering digital transformation---not boards, business plans and committees.

What became apparent, very early on, was that the virus crisis wasn\'t --- and isn\'t---a short term problem. At the time of writing (early July 2020) the much hoped for 'V' shaped recession looks like it might be more of a 'U' with a widening baseline.

'The pace at which we are moving into these changes is astonishing, obviously unprecedented; as a business manager, you really have to be able to cope with that and take your team with you as well'
=====================================================================================================================================================================================================

As Robert A Clark FBCS wrote in *ITNOW* (Volume 62, issue 2), Covid-19 most certainly won't be 'over by Easter'. And, pointing to the AIDS pandemic, Clark said that it's unlikely Covid-19 will be eradicated any time soon. Clark counselled against thinking about recovery and the 'new normal' too early. Rather, he opined that business and organisations may well need to fix their focus on survival.

Again, at the time of writing, the government is now easing and redrawing the lockdown rules. We, the public, are acquainted with the 'r number' --- the virus reproduction rate in a population. As an industry, what we have experienced thus far now gives us some scope to start thinking about the future.

As you read on, we will look at some of the lockdown's defining effects. We'll explore how the coronavirus changed the way we work, how IT is provisioned and how the future may look.

A good number of the opinions and insights we'll explore here, are those of BCS members and BCS partners. Many ideas were shared and considered in BCS new webinar series and during Virtual Insights, BCS' annual conference.

This article plots a reasoned and reasonable average through the huge amount of insight provided by members, as we all work to share, to understand and to prepare for the future.

The switch to home working
--------------------------

The most tangible change lockdown heralded was, of course, the mass shift to homeworking. Across all corporate functions, moving whole businesses onto remote platforms was --- in many cases --- a herculean task. But, it was also one that many organisations' IT departments achieved incredibly quickly, at scale and also whilst maintaining resilience and security.

During this early lockdown time, BCS began its \#vITalworker campaign. It was a social media-based celebration of all the IT heroes who went above and beyond just to keep the lights on. The campaign (detailed on page 33 of this issue) saw workers nominate their colleagues. And, taking a sweep across the posts tagged with \#vITalworker on Twitter, it's no coincidence that many nominations saw people praising co-workers who contributed to the mass homeworking movement and all that the upheaval entailed.

Posted on Twitter, [\@NWISupdates](https://twitter.com/NWISupdates) wrote: 'thank you NWIS for sorting the Remote Desktop access, working brilliantly so far...' Similarly, Twitter user \@Penrith_BS said: 'most of our staff are now working at home, but we hope that you continue to see a seamless service --- none of this would have been possible without the amazing team \@DavidAllenIT who quickly helped us set up our IT at home and continue to go above and beyond \#vITalworker.'

Leadership
----------

'Visibility of leadership is absolutely vital \[but\] it's not just being visible. Leaders: there needs to be two-way interactions,' said BCS President Rebecca George, in the \#vITalworker webinar *Designing tomorrow's workplace.* 'Technology can be very helpful in that but, it can also be a barrier. So, we need be very mindful.'[@B1]

Debra Paul, MD of Assist KD, went further: 'the pace at which we are moving into these changes is astonishing, obviously unprecedented and as a business manager, you really have to be able to cope with that and take your team with you as well.'[@B2]

As such, it has been fascinating to see how leadership itself has adapted during Covid-19. More specifically, how senior leadership teams have used technology successfully to support and enable culture.

To meet the challenge of leading virtual organisations, many senior teams turned to video-based town-hall sessions where staff could interact directly. These sessions provided a valuable way for company culture to be kept alive through sharing and questioning. More specifically, it also provided an immediate way for leadership to demonstrate, live and articulate organisations' values.

Explaining how they used Microsoft Teams, John Cirone, Director of Employee Communications at Microsoft, said: 'our employees can watch from anywhere in the world, live or on-demand. The CEO and the leadership team share their top-of- mind thoughts, give their insights on recent company news and answer questions that employees have. We hold these events every month, regardless of key company- news moments, as the goal is to engage in a continuous dialogue --- that's really the key, it's about ongoing leader and employee engagement in a way that allows our leaders to be personal at scale.'[@B3]

Microsoft Teams also lets us see into each other's homes and allows colleagues to see us dressed in the most un-corporate of clothing --- possibly with pets and home-schooled children in the frame. This may, ironically, be both Teams and Zoom's greatest achievement.

Through providing a window directly into each other's lives, even the most organisationally remote of colleagues suddenly felt completely human. This view into all of our real lives also created a sense of 'we're all in this together'. We were all living the same tough, bewildering and uncomfortable experience. Even the senior leadership team.

Teams and virtual working under Covid-19 made it okay for a presentations to go wrong; it was okay for parenting to interrupt business; it was okay to be human; it was okay to bring your whole self to work[@B4].

It could be that, through this levelling and humanising experience, organisations can go on to further develop more family- friendly policies. They may choose to enable a better work-life balance and, ultimately, foster mental health benefits for everyone. It does seem like Zoom, Teams and all the rest may have unintentionally lit the way towards a different working future.

Finally, Chris Yapp FBCS turned his attention fixedly on leadership: 'we need to think about the kind of people who are capable of managing others when they are not present,' he said. 'And, my experience is, the kind of person who can keep a team working together when they don't have the physical presence is a very different animal from the person who is charismatic in the office.'

Mental health and homeworkingThe Covid-19 lockdown has brought mental health and wellbeing into sharp focus.We now find ourselves isolated from friends and colleagues, whilst juggling home-schooling and worries about our physical health --- all while possibly shouldering existing mental health conditions, too.Add in commercial pressures fuelled by an impending economic recession, concerns about job security and it feels like, rather than being a story about technology, lockdown should be remembered for putting mental health into the spotlight.The new BCS Mental Health in IT report (2019/2020) is based on figures published by the ONS and features an exploration of BCS members' first-hand experiences.The report was commissioned and compiled before the coronavirus pandemic happened; however, its findings still provide useful indicators about mental health and wellbeing across our industry.Key findings include:The incidence of mental health issues amongst IT specialists has followed an upward trend over the past five years.Mental health conditions are more common amongst IT contractors (the self-employed) than those working as employees and the difference is even greater between IT specialists in permanent, as opposed to temporary work.IT specialists with mental health issues are typically less happy and less satisfied with life, feel life is less worthwhile and are more anxious than those without such conditions.Thankfully, there are many ways in which we can use kindness to support our friends and colleagues as they navigate the world depicted in our report --- a world sharpened and darkened by coronavirus.You can read about some ideas here: <https://bit.ly/DigitalKindness>

The money
---------

As financial crises go, the global pandemic has created a uniquely bad situation. That's because the Covid-19 virus caused, it could be argued, both demand and supply shocks at the same time.

A supply shock is something that reduces an economy's ability to produce goods and services. On the flip side, Covid-19 also brought about a demand-side shock --- a situation where consumers are unable or unwilling to purchase goods and services. Under lockdown, for example, people avoiding restaurants --- through fear and legislation --- is an example of a demand shock[@B5].

Often in economic history, we've had one or the other or one then the other, but seldom both a supply and demand shock at the same time.

The combined negative effect of these two forces placed a huge burden on businesses' balance sheets. Simultaneously, businesses couldn't make things to sell and, where they were able to produce anything, they found it hard to find a customer willing or able to pay for them.

'The most significant pressure points, after we've considered the ability to work and people's safety, has come back to the adequacy of the organisations' ability to sustain itself from a cost perspective,' said Julian Burnett, VP of Distribution at IBM UK^6^.

The immediate, panicked reaction by many organisations was to stop spending on anything discretionary. Business continuity plans 'never had to consider the possibility of zero revenue whilst carrying, for example, billions of pounds' worth of inventory with nowhere to go,' said Burnett.

Debra Paul echoed these points. She described 'the pressure on organisations to focus on absolutely essential spend,' warning that companies must move beyond that, or risk 'endangering the business hugely.'^7^

She said the way through such difficult circumstances was for companies to 'operate on a twin track... a track that keeps business as usual (BAU) going and keeps costs low and a track that looks forward.'

'That means not just spending on products and service, it's also looking after people,' she offered. 'You may have organisations looking at rotes and perhaps wondering if they are necessary at the moment --- but, actually, what they are doing may be ensuring that the front tine can operate. People must not be considered as a discretionary spend: at some point, it becomes an essential spend.'

Burnett warned further about limiting investment. 'People are increasingly aware of the need to invest in capability such as cyber security,' he said. 'All the technology that we have put in place to support remote work and collaboration is also bringing new risks, so I'm starting to see an opening-up in terms of investing in cyber-resitience.'

Digital literacy
----------------

Outside the CFO's office and the accounting department, when balance sheet worries shone bright, Covid-19 put a spotlight on digital literacy.

In more normal, pre-lockdown times, it was comparatively easy to get technical support in the workplace. All you needed to do was fill out a ticket, or intercept somebody from the IT department as they walked across the floor.

With everyone working from home, technical support has, tike many business functions, gone virtual and gone online. Help is still there but, if you're struggling to get online in the first place, getting support could be hard.

Discussing digital literacy, Adrian Byrne, CIO at the University Hospital Southampton NHS Foundation Trust said: '\[It\] is a bit tike real literacy. It's like reading and writing was thirty years ago --- where people used to hide... Then there was a \[successful\] campaign to make it less of a stigma. But, we do have a situation where people aren't digitally literate... they may have been hiding. We've got to do something about that.

'Laptops became health IT's digital respirators --- a reference to the critical shortage of breathing apparatus the NHS faced'
==============================================================================================================================

'We're spending too tong on the phone sorting out people's home broadband... There's a lot of people who don't do their banking online. And, there's a lot of people who can't plug a cable into a computer. They think that is techy.'[@B6]

Picking up the conversation, Nicki Rayment --- Head of IM&T at Cornwall Partnership NHS Foundation Trust said: 'I agree. But, I've also seen the opposite. I've seen a lot of people who would before have been quite needy, doing a tot of self-help and peer help.'

As a technologist, Eileen Brown, CEO at Amstra, explained that she worries about the less technically-minded in organisations, people 'who are struggling... with all of these different technologies \[such as Teams and Zoom\]'. Brown also warned that the training needed to support all employees will need to go far beyond the software. Enterprises with different customers, for example, will also 'need to learn to cope with the applications or technology that your customers prefer to use.'^9^

'I think \[digital literacy\] is important,' said Adam Thilthorpe, BCS Director of Professionalism. 'If we are going to move to AI and make use of these technologies in clinical practice... to make use of some of these advances, we've got to be able to do this "keeping the tights on stuff". I'm reminded that the average reading age of the population across the world is twelve years old. The same, I think, is true of digital literacy. Some super-users form clusters. But realty, there's a tot of \[people\] with digital knowledge that isn't quite so advanced.'^10^

Phillipa Winter, CIO at Bolton NHS Foundation Trust, pointed to user-centric design as possible mitigation, or at least a means of not placing such an emphasis on users understanding tech. 'IT users in clinical practice are, after all, practising clinicians first and foremost. If helping a patient becomes a matter of digital literacy first and clinical literacy second, it would seem that the digital product hasn't been built well. Building well requires clinicians and people in practice to be included in design decisions.'

The digitalisation of healthcare also comes with risk. Not everybody in a population wants digital healthcare and not everybody is able to access services through digital means. Some people tack the digital literacy to interact, some the technology and for others, accessibility is a barrier. As such, it is important to ensure analogue services remain funded, functional and in place.

Digital enlightenment: it's not all work and no playThe Covid-19 crisis hasn't just changed how we work, it has also shifted how we play, connect with friends and relax.The BCS webinar *Cultural Enrichment and Staying Sociable with IT* saw experts discuss how access to art has changed, how gaming and virtual worlds let people connect and what all this means for the future of expression.Digital artists, for example, have been embracing lockdown as a time to push their work forward even more and people have the time to explore places like galleries and museums now --- but the experiential element of art galleries and exhibition spaces is hard to recreate at home.'There's a whole raft of creative solutions to this isolation problem,' said Nick Lambert, Chair of the Computer Arts Society[@B10].

Tools of the trade
==================

Another pressure point IT teams and leaders faced, was more prosaic: when lockdown arrived, so the demand for hardware outstripped supply.

'When this all hit, everybody dashed out and bought every laptop and headset they could buy,' reported Stephen Slough, CIO Dorset Community Hospitals. 'As a result, there are none left... Laptops are in high demand. suppliers are offering desktops at reasonable rates but people are saying "no". They aren't portable. Portability. that's the mode we're in now.'[@B7]

Laptops, he explained, became health IT's digital respirators, a reference to the critical shortage of breathing apparatus the NHS faced in the early days of lockdown.

'We've kitted out some people with two monitors for home working,' Slough said. 'And, we've got people saying they don't want to go back into the office. They're quite happy working at home... and could they please keep the new monitors at home? And, if they need to come back into the office, can they have two more for the office too?'

Laptops, monitors and headsets are only one part of a successful homeworker's tool bag. The other key constituent is broadband. And, as we all know, broadband coverage can be patchy and inconsistent.

'Until two years ago, I couldn't work from home and I still don't have reliable 4G,' said Chris Yapp FBCS as he explained his experiences.

'One statistic I've seen is a 350% increase in phishing directly related to coronavirus --- this is significant'
================================================================================================================

The success or failure of a homeworking project could be, in part, out of the IT department's hands. No matter how skilled, well equipped and motivated we are, none of us can be successful if we have no bandwidth.

Cybersecurity
-------------

Along with changing how we work and do business, Covid-19 and its associated digital fallout also provided cybercriminals with new attack vectors. Well, maybe not new --- it provided criminals with new spins on old, familiar and effective tactics.

'These guys are always on the lookout for a hook,' said David Emm, Principal Security Researcher at Kaspersky. 'They're trying to lure us. It could be sporting events like the Olympics, natural disasters... it could be peak shopping times. Anything... at the moment they have a great hook \[in Covid-19\] and the hook is going to be around for a long time.'[@B8]

'One statistic I've seen is a 350% increase in phishing directly related to coronavirus - this is significant,' said Mike Sheward, Senior Security and Compliance Engineer --- Particle. He pointed to the US government posting stimulus cheques out to Americans. 'Any time there's an exchange of money --- particularly through a government process --- it becomes an obvious target for cyber criminals and scam artists.'

'Lots of organisations have to pivot and get remote working in place quickly,' Sheward continued. 'That has meant changes to infrastructure to facilitate these changes. Criminals know this, they understand this and they are using this as part of any other ongoing attack.'

Expanding the point, he said: 'a lot of organisations lost their baseline network visibility overnight. People have gone from working within the confines of a traditional corporate network to working remotely.

So, we can expect \[criminals\] to take advantage of that lack of visibility.'

'Criminals realise that if there isn't the process there to manage home working, there's potential for rich pickings,' added Emm.

VPNs and access control are also a focus for criminals, Emm reported. 'There's been an increase in attempts to trick help desks and support desks into providing access to people who may not otherwise need it or might be the right people to have that access.'

The bottom line is, when it comes to cyber security, criminals capitalise on fear. A recent blog from Rob Leffets, Corporate VP Microsoft 365 Security, sums up the criminals' modus operandi: 'attackers don't suddenly have more resources. They're diverting towards tricking users; instead, they're pivoting their existing infrastructure, like ransomware, phishing, and other malware delivery tools, to include Covid-19 keywords that get us to click'[@B9].

Focusing on the future
======================

When thinking about how the future of work might look, Rebecca George said: 'one size doesn't fit all. As we look forward, toward the new normal, we need to be quite nuanced. We may even need to personalise. \[We did a survey\] of people who are self-employed in the UK and it's clear that the majority of people would like to work from home more, once restrictions are lifted.'^14^

There is, however, George observed, a significant proportion of the population who feel that lockdown hurts their wellbeing. 'We need to be thinking about a nuanced and personalised \[experience\] that is adaptable and flexible. Something fitted around an individual's own needs --- and these will change over time.'

This need for nuance is particularly evident in regulated industries, Chris Yapp said. Traders working on city trading floors, for example, 'are governed by very strict rules. They can't bring personal mobile phones on to the trading floor. These sorts of controls are very hard to replicate in a home office environment --- though not impossible.'

Some firms are experimenting with webcams, facial recognition technology and recording traders' absences from their home desks. Such restrictions have, however, piqued privacy concerns.

A legacy of lasting relationships
---------------------------------

Many of the changes and shifts our members and experts described have --- understandably --- been technical, organisational and procedural. James Freed FBCS, Chief Information Officer for Health Education England, however, is keen to emphasise how Covid-19 might have shifted culture.

Such has been the purpose-driven change, people who might not otherwise meet have been thrown together. And this, he says, will have a lasting legacy: colleagues are forming relationships that will likely last much longer than the crisis that brought them together.

'This is the real silver lining to this rather big storm cloud.'
